
After a three year long and troubled legi-
slative process, on May 4th 2016 the new 
European regulation on personal data pro-
tection 2016/679 was issued in the Official 
Journal of the European Union. This regulation 
represents a major innovation of previous pro-
visions, providing two years to fulfil the enforce-
ment of the new rules. 
In the new regulation both data controller and 
data processor’s role are further defined; fur-
thermore a new professional profile is created, 
that is to say the data protection officer.
New tools for risk assessment of data pro-
cessing are introduced, and the following 
processes are far more demanding: provisions 
on information supply,   collection of consent,
processing of collected data, possible transfer 
of data to third countries, right to data erasure 
after the purposes of collection are fulfilled. 
The person tasked with processing has a key 
role in the everyday implementation of the new 
provisions. 
This is the reason why the present handbook, 
though maintaining a logical link with the 
previous editions, has been expressly written to 
describe this role. 

Adalberto Biasiotti, has long fostered preven-
tion and protection from criminal and acciden-
tal acts in defense of both tangible and intangi-
ble property (computer crime). He has gained a 
very specific experience, through a continuous 
consultancy activity to companies, insurance 
companies and Judiciary Court. He is a mem-
ber of several working groups and regulatory 
committees. He is the author of several volumes
and articles on protection of privacy, and gives
university lectures on the same topics.
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THE NEW EUROPEAN REGULATION  
ON PERSONAL DATA PROCESSING

We remind our readers that in Italy, following Law 675/1996, 
it is presently in force the legislative decree 196/2003, 
implementing an European guideline related to personal 
data protection. 

A guideline is by definition an indication of 
the European Commission which has to 
be implemented through legislative 
measures in each and every country 
of the Union. 

This leads to the possibility of 
a different implementation of the 
guideline principles, according 
to national readings. As 
time goes by, a further 
differentiation may occur, 
till the disappearance 
of the principle of free 
movement of data all 
over Europe, which is the 
very legal grounds of the 
guideline. 

After realizing that the different 
approach to data protection in the various European 
countries had reached an unbearable level and this had caused 
great difficulties to data transfer from one country to another, the 
European Commission decided to start a procedure leading to 
the release of a regulation.
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According to a European agreement, the regulation has to be 
adopted in full and without any alterations in every European 
country. This will ensure a consistency in data processing that 
had been lost over the years. 

However, the release of a regulation is very complex, 
precisely because it is binding for every country. For this reason, 
at the beginning of 2002 the European Commission presented 
a draft regulation which was then examined by the European 
parliament LIBE commission (LIBE stands for civil freedom, 

justice and internal affairs Commission) and later 
by the Council of the European Union. The 

procedure for the regulation approval, which 
implies trilateral talks among the 
European Commission, Parliament 
and Council, continued for years, 

generating further editions of 
regulation proposals, amendments 

and integrations.

The final version was approved at 
the beginning of 2016 and it was 
adopted by a very large majority of 
the European Parliament. By then the 
legislative process was completed and 

the European regulation on personal data 
protection was published in the Official 

Journal of the European Union, fully binding 
on EU member States.

Due to the substantial differences which have been introduced 
by the new regulation, if compared to the previous one, the 
European Countries have been given two year time to implement 
the provisions of the Regulation, that will enter in force on May 
29th 2016.

It should be recalled that, with a similar legislative process, 
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the European Parliament approved on 
the same date a guideline related 
to natural persons’ protection, with 
regard to personal data processing 
by competent authorities; this is aimed 
at prevention, enquiry, ascertaining 
and prosecution of criminal offences 
or enforcement of criminal penalties, 
as well as at the free movement of the 
above data. 

The readers should be aware of the 
approval of this guideline, as many of 
the regulation legislative provisions are repeated in the guideline 
as well. 

While leaving each country a certain degree of autonomy 
in the implementation of some measures of the regulation, the 
European legislative authority has introduced some consistency 
mechanisms in order to avoid an excessive diversification of 
rules in various countries, which has led to the introduction of a 
regulation, instead of a guideline.

impaginato ABC_Privacy_inglese.indd   7 04/01/2017   16:00:34

Pagine tratte da www.epc.it - Tutti i diritti riservati



8   

In addition, the subjects’ rights have been strengthened, 
meaning with “subjects” people whose personal data are 
referred to. 

Strict provisions are applied in case 
of data infringement, implying more 
drastic and extended measures than in 
the past. 

The changes that have occurred in 
the data processing scenario include 
the transfer of these data to the cloud 
and more and more frequently allow 
the processing through smartphone with 
possible recording on USB sticks. This 
raises new risks that should promptly 
be brought under control, implementing 
innovative actions and increasing 
awareness among persons tasked with 
processing. 

Sanctions too deserve particular attention, as they have 
dramatically increased following a strong intention of the 
European legislators to convince by all means the data 
controllers to comply with the legislative requirements.
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SUBJECTS AND BODIES INVOLVED  
IN DATA PROTECTION

Prior to the detailed explanation of the new 
regulation, it is important for the reader 
to know the subjects and organizations 
that are involved in the implementation 
of it. As the readers will see, many of 
these subjects are already well known, 
while others are entirely new ones.

THE DATA CONTROLLER

Dealing with personal data protection, the role (the data 
controller) is well known, as it is the natural or legal person 
to whom all the liabilities regarding a correct personal data 
processing lie with. 

With a few modifications, the data controller 
outline is similar to the data processor’s, as 
per legislative decree 196/2993, even if 
some unexpected events took place during the 
development of the European legislative procedure. 
As a matter of fact, the initial Italian translation of 
the regulation draft referred to data controller as data 
processor, but in Italy the latter has a completely different 
position. A significant pressure on translators (to which the 
author personally contributed) allowed the amendment of 
the Italian version of the regulation, reviving the data 
controller role, that was already well known in Italy.

Specifically, the data controller implements technical and 
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organizational measures in order to guarantee that data 
processing is compliant with the European regulation. In case of 
inspection, the data controller has the obligation to demonstrate 
to be compliant with the regulation directions; furthermore 
it is required that the same measures are re-assessed and 
updated when necessary. And in case the processed data have 
particular characteristics (for instance biomedical data, health 
data, religious data, trade unions related data) the data controller 
has the obligation to take further and more powerful protective 
measures.

THE DATA PROCESSOR

This position, too, was already well known in Italy, since it was 
asked to provide the data controller with “operational support”.

To this purpose, we should remind that the data controller 
holds this position just as top manager of the organization that 
processes data; that does not necessarily mean that he/she has 
a specific competence on these very sensitive technical subjects. 
And this is the reason why the regulation allows him/her to be 
provided with the help of a competent subject in implementing 
legal procedures.
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Here we have a situation which is similar to something that 
the readers already know, regarding a legislative decree on 
work safety: the employer is responsible for everything, but he 
may ask for the support of an expert, the well-known head of 
prevention and protection division, in order to help him/her in 
implementing the concerned legislative decree. 

The regulation introduces a difference compared to the 
previous legislation; in fact, while in the past the nomination 
of a data processor was an optional element, in this case the 
appointing of a processor is mandatory. It is made necessary not 
only by the far increased complexity of the European regulation 
requirements, but also as it is very difficult for the data controller 
to be able to personally manage – with all the needed resources 
and competence – the compliance with the requirements.

This different approach involves a much more demanding 
role, as for the data processor, than it was in the past and 
generates a number of career opportunities for those who will 
acquire the needed skills and make themselves available for 
data controllers, who will for sure need specialized support. 

Not without reason the relation between controller and processor 
has to be duly regulated by formal agreement, in case the 
processor is an external professional; 
anyway it is the controller’s duty to 
give specific conduct instructions to 
the selected processor, whether he/
she is an employee or an external 
consultant. 

It goes without saying that, 
given the possible controller’s 
lack of experience and 
knowledge, the above 
agreement shall be jointly 
drawn up. 
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THE DATA PROTECTION OFFICER

The above is a completely new subject, 
as we have never had anything of this 
kind in Italy. For this very reason it 
is worth explaining his/her profile 
and competences in depth, as this 
figure substantially contributes to the 
compliance with correct rules in data 
processing.

To begin with, not all the data 
processors have to appoint a data 

protection officer. 

During the drafting of the legislative 
document, the article containing the processing activities 

which mandatorily require the appointment of a data protection 
officer, has been amended several times.

According to the final version, the appointment of a data 
protection officer shall be mandatory whenever:
OO the processing is carried out by a public authority or a public 

body, except for Courts or Public Prosecutor’s Offices; 
OO the controller’s activities refer to data processing requiring 

a large-scale regular and systematic monitoring of the data 
subjects;

OO the controller’s activities refer to data processing, on a large 
scale as well, of special categories of personal data, relating 
to criminal convictions an offences.

It is easy to understand that a huge number of data controllers 
have to appoint a data protection officer, since all the public 
bodies as municipalities, provinces, regions, agencies of 
different kind and the like, fall under this obligation.
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The case is a bit more nuanced at point 2, where we talk 
about processing which require a large scale monitoring. 

There can scarcely be any doubt that supermarket 
chains and operators of video-cameras 
installations, for instance in shopping centers, 
parking lots, metropolitan networks, airports, 
have to appoint a data protection officer. 

In the third category of data processing 
(point 3), health authorities, just to name one 
which process sensitive data, are under the same 
obligation. 

In this case as well the data protection officer 
can be an employee or an external third part under 
contract. 

The last solution seems to be more protective, since it can 
reduce the controller or the processor’s influence over the data 
protection officer, who, in a way, has to review the controller’s 
way of processing. 

This is the reason why article 38 of the regulation states: 
“with respect to the performance of his/her duties, the data 
protection officer may not receive any instructions. Furthermore, 
he/she cannot be removed or penalized by the controller while 
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performing his/her duties”. As it seems, the European legislator 
took great care in safeguarding the data protection officer from 
any more or less coercive influences.

In this regard, it is worth reminding that in the previous 
editions of the regulation, it was even necessary that the data 
protection officer, once employed or under contract, could not 
be dismissed before a certain time, in order to protect him/her 
from potential pressure. 

The duties of the data protection officer consist in provision 
of advice regarding obligations stemming from Regulation to 
the controller and to all the persons in charge. This means, 
for instance, that the data protection officer can take part 
in organizing training courses for all involved subjects, and 
actually such precise activity is provided for in Article 39, 
paragraph 1, letter b).

Another key role of this position consists in mediating between 
the Supervisory Authority, the now notorious “Garante” (the 
Italian data protection officer) and the controller as to facilitate 
his/her inspection activities or to answer to particular questions. 

Finally, he/she can be involved in developing audit activities, 

“Garante” office
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which can whether validate the right 
controller’s data processing or highlight 
some weaknesses to be promptly 
resolved. 

If we draw a parallel with other 
professional profiles which are involved 
in controlling other activities of a 
company, we can name an external 
auditor who although under contract 
with the employer, is independent in his 
responsibilities. He/she can and have 
to report to the top management – the 
shareholders’ meeting, for instance – 
about potential situations in need of 
control.

The role is a delicate one: technical skills have to match to an 
appropriate psychological profile, that in a way resemble the 
security professional in UNI 10491:2015. 

It is also noted that this position, although unknown in Italy, 
was known for years among European institutions, as each 
of them was obliged to provide itself with a data protection 
officer, in order to guarantee to all European nations that 
the processing of data acquired and managed in 
Brussels or in Strasbourg was compliant with 
legal requirements. 

THE PERSON TASKED WITH 
PROCESSING

Since it is not possible to have an army 
with only Generals and high officials, it is 
clear that in everyday operations both data 
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controller and data processor need the contribute of operational 
staff, that in the already mentioned legislative decree had been 

called “person tasked with the processing”. 

In the European regulation this role 
is no longer precisely indicated, and 
everyone working under the data controller 
and data processor’s authority can be 
generally defined as “person tasked with 
processing”. 

Some experts in this area, with reference 
to Article 29 of the regulation dealing 
with this particular matter, would prefer 
the term “person tasked with processing 
ex Art. 29”, as by now everyone know 

the position concerned, but in the author’s personal opinion the 
definition is a bit too demanding.

On the other hand, we can continue to use the phrase “person 
tasked with processing”, since everyone know the role. 

The required criteria closely reflect the current Italian 
requirements:
OO the person tasked with processing shall have received speci-

fic and exact instructions about what he/she can and cannot 
do while processing personal data; 

OO such specific and exact instructions should be explained in 
writing, so to avoid any possible misunderstandings; 

OO the person tasked with processing shall sign a confidentiality 
agreement.

Finally, even if it is not formally required by the regulation, it is 
highly recommended to take part in a specific training process, 
which describes in detail tasks and implementing methods of the 
data processing.
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